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We trust what we perceive...

...and perception is increasingly easy to
manipulate.
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SOCIAL

ENGINEERING

e Social engineering is any act that influences a person to take an
— action that may or may not be in their best interest.

Christopher Hadnagy, “Social Engineering: The Art of Human Hacking”
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The world is full of social engineering

(%) INSTAGRAM 18m ago

09:41 : celiacmg, themateriel and 2 autres personnes liked your
photo.

Mailboxes Edit = - ,f\,@ 296 Y == 2 66
r’:',ﬂ INSTAGRAM 22m ago

matheus_herc, n8goodman and outras 2 pessoas liked

yourpHoRs e 2248y @ 82 & 31y =

ﬁﬁ] INSTAGRAM 24m ago
cynomys_mm, hellokellok and {24 A liked your photo. D e 370 @ 91 A 2434

~—t

Inbox

VIP () INSTAGRAM 36m ago

itsgraeme, nicstagram80 and 17 others liked your photo.

Flagged . He 315 & 216 & 214 ¢

[%) INSTAGRAM 38m ago

julianaweber90, jaymee0511 and 8 weiteren Personen liked
your photo.




Twitter hack: 130 accounts targeted in
attack
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Joe Tidy & David Molloy

lechnalogy reporters

BBC News



,We are giving back to our community*

3
0 Apple @ @ Uber &

We are giving back to our community. Due to Covid-19, we are giving back over $10,000,000
P . In Bitcoin!
We support Bitcoin and we believe you

l .
should too! All payments sent to our address below will be sent

All Bitcoin sent to our address below back doubled.
will be sent back to you doubled!

»

This is only going on for the next 30 minutes! Enjoy!
Only going on for the next 30 minutes.




,,All Bitcoin sent will be sent back doubled*

£ Mike Bloomberg @ @MikeBloo... -4m B O
| am giving back to the community. 0 _

, | am giving back to my community due to Covid-19!
All Bitcoin sent to the address below will 9 9 4 y

be sent back doubled! If you send » o j
$1.000, | will send back $2,000. Only All Bitcoin sent to my address below will be sent back

doing this for 30 minutes. doubled. If you send $1,000, | will send back $2,000!

Only doing this for the next 30 minutes! Enjoy:.




,,Only doing this for 30 minutes*

Joe Biden &
b/ ©@JoeBiden

| am giving back to the community.

All Bitcoin sent to the address below
will be sent back doubled! If you
send $1,000, | will send back

$2,000. Only doing this for 30
minutes.

Enjoy!

22:22 - 7/15/20 - Twitter Web App

: Barack Obama @
- @BarackObama

| am giving back to my community
due to Covid-19!

All Bitcoin sent to my address below
will be sent back doubled. If you
send $1,000, | will send back
$2,000!

Only doing this for the next 30
minutes! Enjoy.

22:35 - 7/15/20 : Twitter Web App




How the attack worked

02

Calls straight to Twitter
employees’ mobile
phones

Covid: people working
from home

03

©

Cover story: “IT
support”

04

“Urgent issues” with
VPN and authentication



Bottom line: Same attack. Less effort.

What took manual work in 2020 is a tool in 2026

=7 AN

2020: Manual work 2026: Tool

Weeks of effort per target Minutes of effort per target

Requires research, talent, timing Voice, video, text automated




Why we are vulnerable



80% of our thinking is “fast”

Our working memory is limited.

System 1 System 2

Fast, intuitive, automatic Slow, rational, deliberate
80% of our thinking 20% of our thinking

(80% 20 % >




QOQ Heuristic thinking is usually helpful.

m But it is prone to biases.



an 180 cognitive biases
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CASE STUDY: A TRUE STORY

This 1s Max.




CASE STUDY: MAX

He meets Emily.




She’s a “broker”.
Max checks...

(V) He asks for her ID

@ He FaceTimes with her




He transfers money.

“Crypto investment”
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The bank blocks it...

Sehr geehrte(r) Kunde/
Kundin, eine verdachtige
Transaktion wurde blockiert.

Beil Zweifel kontaktieren
Sie bitte die Notrufzentrale:

£ ) )



...and Max overrides Iit.

wgsfernu.
westernu.
yyeﬁernU.
westernU.

westernU.

westernU.

westernU.

westernU.

-4,329.00

-4,492.00

-4,493.00

-4,494.00

-4,496.00

-4,497.00

-4,498.00

-4,499.00




How the scam worked

03 4
01 02 0

Trust built Max asks for ID Transfer to Africa Liability denied



WHY DID IT WORK?

The ID: checked, but not
properly.

Confirmation Bias Authority




WHY DID IT WORK?

Emotional hijacking

® Feelings, attractiveness
e Liking

* The bank’s refusal was “forewarned”




What Al really changes

Scale, personalization and a new blind spot



Attacks are getting more and more personal.




Risk or opportunity?

Processes instead of perception



Opportunity! If marketing, attackers and Al tools can do
this...

Duolingo

Mega spannende Frage| Yes - sehr gute Nachfrage. Top-Frage

You made Duo sad

Deactivate account

Sadly, deactivating your account cannot be undone. If

3 g you go ahead and deactivate your account, you won't
be able to access any of your previous data anymore.

It's missing functionality | need.

Windows Mac Linux Drivers

We haven't seen you in Are you sure?

d Whlle - Yes, Deactivate My Account
NewMAC Q
- 1,352 downloads *AXNXKXY 44/5

Advertisement

© NewMAC 2.0
M ADD TOLIST

Download Acme app how

Over 100 Mac apps are on Acme
@ File size now. Setapp.com

12 KB




If marketing, attackers and Al tools can do this...

...SO0 can companies!

NUDGE
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What is nudging?

NUTRI-SCORE NUTRI-SCORE

NUTRI-SCORE NUTRI-SCORE

SIE FAHREN

B @ B
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Positive examples: applying it in companies

SOCIAL PROOF

Q
~

“14 e-learnings
completed in your team
this week” Make the
norm visible

PRACTICE

©)

Practice role-plays and
simulations in safe
environments

TRIGGER SYSTEM 2

0_@%

Cooling-off: the system
waits 30 minutes

DEFAULTS

=

Al answers only
with sources



Piano Stairs: Can we get people to take the stairs?
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Thank you for your attention!
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