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A privacy- and security-focused view of agentic workflows



What even is an agent? 



LangGraph
Claude Code (example)

Agent Systems/Frameworks



What’s in your „agent harness" actually? 

Sandbox

AI provider software+

+ Memory, prompt, context 
management

+
Tests, Validators, Linters 
and Evals

+ Tools + System Calls

Plan v Build modes

Agentic Loop



Agentic Loop

User prompt

Append tools + context

Call LLM 

LLM response (maybe with tool calls) 

Tool call + output

Next step in plan

Reached end token or other intervention



Privacy Risks in Agentic Systems



Access and Permissions

Read, write,

Copy, run…

Purpose, processing rules, 
opt-outs, retention



Unauthorized ____ (flow, access, use)

Initial Task

LLM reasoning takes a 
malicious turn

Undesired 
URL/Network 

connection

Data is exfiltrated

Your compute



Makes privacy attacks easier

Staab et al., Beyond Memorization (2024)



Privacy Controls in Agentic Systems



Restricting Access

AI Agent
API / micro

Service

Quarantine



„Sandboxing"

Host

Process

Networking
„Tools“ (SW 

+/or OS)
Virtual Memory 

+ VFS

Sandbox

Kernel and System Calls (OS)

Networking HW Drivers Memory + FS

Syscalls

Harness 
Software

Tools (mainly outside 
„sandbox")

Shell session: inside OS-sandbox



Guardrails for Privacy + Security

Build your 
own tests + 
validation



Emerging Defenses



Reducing Scope, Task, Data

Task

Data

Model

Controls



Reducing Scope, Task, Data

Email Example

Task Email Prioritization

Data All email or just some? Also attachments? 

Model Tested LLM model with data eng pipeline

Controls
Entity pseudonymization, no training data, regular 

evaluations + phased trial 



Reducing Scope, Task, Data

Email Example Sourced Images Example

Task Email Prioritization Best Images

Data All email or just some? Also attachments? User tagged images on social media

Model Tested LLM model with data eng pipeline Image-to-text + Image classification

Controls
Entity pseudonymization, no training data, regular 

evaluations + phased trial 
Face pseudonymization + extra opt-in



Privacy Observability

„Data work“ 

container

Policy Engine Pseudonymized Data

Telemetry

Abnormal CPU usage

New library

Unknown network connection



Gateway

Caching,
Auth, 
Config

Data 
Classification 

Privacy
Security

Confidentiality

External Model or Endpoint

Data 
Minimization

Internal Only Models

Task Specific or 
Trusted Model

Resp

Privacy Routing



Privacy Engineering is now a must

Data Management / Platform

Data Governance

Data Observability

Advanced Privacy Technology

Automated Data Engineering

Permissions, catalog

Data flows and labels

Real-time oversight

Real-time controls

PETs



• Questions?

• You can hire me for advisory 
+ trainings: 
https://kjamistan.com 

• Probably Private Newsletter 
& YouTube  
https://probablyprivate.com 

Thank you!

https://kjamistan.com
https://probablyprivate.com
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Identity and Delegation

I send an email. Mail service actually sends.

My agent sends an email. (Is it me?)

My agent set up a new email 
and sends.

Who owns this? 

Spam emails are coming from 
my computer…

(Can we determine 
why/how/who?)



Policy enforcement

Sandbox / VM / jail

Wily lil agent

Networking Layer

Infra / Compute Layer

Data AccessApplications/SW

Validation? Testing? Policy layer? 
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