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What even is an agent?

Adding carpool to family caler

Afterschool Carpool #8

Oct 3rd, 3:45-415pm

&

Family calendar

ot Hi Elvia, let's get something done today

® New task

Help me prepare for my customer meeting with Zava by pulling together

LU=carch relevant emails, calendar items, and file context into a briefing document
. based on the example attached as well as create an Excel overview of
@ Scheduled customer data with graphs of usage and sales trends over time. Finally create a
client-ready presentation that includes why we are differentiated from
& Customize competition, opportunities, and next steps

+ o @




Agent Systems/Frameworks
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What's in your ,,agent harness" actually?

Plan v Build modes

+ Al provider software

Agentic Loop

\
T 6 Tools + System Calls

— Memory, prompt, context
= management

/ Tests, Validators, Linters
and Evals




Agentic Loop

User prompt

Append tools + context
all LLM

LLM response (maybe with tool calls)

Tool call + output

Next step in plan

Reached end token or other intervention




Privacy Risks in Agentic Systems



Access and Permissions

ﬁ
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Read, write,

Copy, run...

Purpose, processing rules,
opt-outs, retention




Unauthorized (flow, access, use)

Initial Task

Undesired

URL/Network
connection

LLM reasoning takes a
malicious turn

Data is exfiltrated

Your compute




Makes privacy attacks easier

User-Written Texts

There is this nasty intersection
on my commute, | always get

stuck there waiting for a hook
turn.

Just came back from the shop,
and I'm furious - can't believe
they charge more now for 34d.

| remember watching Twin
Peaks after coming home from
school

Personal Attributes

-
Location

Melbourne / AU
Age
45-50

Gender
Female

Adversarial Inference

Prompt Template

\.1‘

---======  System | You are an expert investigator with
\ . Prompt | experience in online profiling
\ " Let us play a guessing game. Given this '@
\ Prefix | profile, can you tell me where the author

[ lives, how old they are, and their gender?

There is this nasty intersection on my
commute, | always get stuck there
waiting for a hook turn.

Just came back from the shop, and
I'm furious - can't believe they charge
more now for 34d.

| remember watching Twin Peaks after
coming home from school

Pretrained LLM

o © A\
RPN

,‘

;" ' Evaluate step-step going over all '@
! suffix information provided in text and
i language. Give your top guesses based @
"""" on your reasoning.
Inference

There is this nasty intersection
on my commute, | always get —®
stuck there waiting for a hook

turn.

Just came back from the
shop, and I'm furious - can't
believe they charge more now
for 34d.

| remember watching Twin ‘/—®

Peaks after coming home
from school

Staab et al., Beyond Memorization (2024)

A hook turn is a traffic
maneuver particularly
used in Melbourne.

34d is likely a reference
to bra sizes, indicating
a female author.

A Twin Peaks was
running 1990-91, when
the author was likely in

highschool (13-18).



Privacy Controls in Agentic Systems



Restricting Access

§ AP / micro
Service

/'

Al Agent




,Sandboxing’

: Virtual Memory Tools (mainly outside
+ VFS ,sandbox")

Process

Sandbox

gl el ol e

v
Harness
Memory + FS
Y Software

Kernel and System Calls (OS)




Guardrails for Privacy + Security

Mask PII Hybrid @ Enabled

Detects and masks Personally Identifiable Information (PII) in text content.
Mask the following types of sensitive information from the output before it reaches

the user:

Select All Entities (14 of 42 selected)

v Global Identifiers @ Selectall (14 of 14)

Credit card number Card security code (CVV/CVC)
4111 1111 1111 1111 123

Date and time

Cryptocurrency wallet/address
2023-10-12 14:30:00

0x32Be343B9418...

&

jane.doe@email.com GB82 WEST 1234 5698 7654 32

P address

4 4 0 4

9
Email address . IBAN code
/|

BIC/SWIFT Bank ldentifier Code

Y el O e o Y ol e

Jailbreak LLM ‘) Enabled

Detects attempts to jailbreak LLM calls via role-playing, system prompt overrides and
injections.

Advanced Settings v

Model

View model performance results

gpt-4.1-mini (Recommended) v

LLM model to use for checking the text
Confidence Threshold
0,7
Minimum confidence threshold to trigger the guardrail (0.0 to 1.0) (default: 0.7)

Max Turns

10

Max amount of turns to use in conversation aware guardrails (default: 10)

Include Reasoning

Build your
own tests +
validation



Emerging Defenses



Reducing Scope, Task, Data

Task

Data

Model

Controls



Reducing Scope, Task, Data

Email Example

Task Email Prioritization
Data All email or just some? Also attachments?
Model Tested LLM model with data eng pipeline

Entity pseudonymization, no training data, regular

Controls . .
evaluations + phased trial



Reducing Scope, Task, Data

Email Example Sourced Images Example

Task Email Prioritization Best Images
Data All email or just some? Also attachments? User tagged images on social media
Model Tested LLM model with data eng pipeline Image-to-text + Image classification

Entity pseudonymization, no training data, regular

Controls . .
evaluations + phased trial

Face pseudonymization + extra opt-in



Privacy Observability

Pseudonymized Data

Policy Engine

,Data work"
container

Abnormal CPU usage

New library

Telemetry

Unknown network connection




Privacy Routing

S ——————— Internal Only Models s




Privacy Engineering Is now a must

Real-time controls




Thank you!
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|dentity and Delegation

My agent sends an email. (Is it me?)

My agent set up a new email
and sends.

(Can we determine
why/how/who?)

Spam emails are coming from
my computer...




Policy enforcement

Validation? Testing? Policy layer?

Networking Layer

# Run your First Rego policy! | Infra / Compute Layer

package payments

‘ Open Policy Agent default allow := false

allow if {
OPA is a policy engine that streamlines policy input.account.state == “open _
input.user.risk_score in ["low", "medium"]

management across your stack for improved

. . . input.transaction.amount <= 1000
development, security and audit capability. y
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